Where an algorithm is asked for, you may write in any suitable pseudocode.

Correct syntax for any computer language is not expected.

Answer 3 questions.

1. Building distributed systems will become trivial once distributed object-oriented

          languages become commonplace.

 Discuss, giving examples which illustrate:

          · where you think that object orientation may make things much easier for

                    programmers than existing approaches;

          · where you think that problems are more fundamental or that object orientation fares

                    no better than existing approaches. [33]

2.

          a) Describe, briefly, the roles of a name agent  and a name server . [4]

          b) Given that object location is such a frequently performed act, it is clear that it must

                    be `good´ in some sense. What, more precisely, are the properties that one might

                    wish a naming facility to possess and why? [5]

          c) Caching is one of the techniques used to improve access to naming data. What are

                    the benefits of caching, and what assumptions must hold for it to be useful?

                    Comment on the likelihood of these assumptions being true in any system you care

                    to choose. [18]

          d) User agents may be linked into individual clients, as in Grapevine, or they may exist

                    as a single process, shared by all clients on a machine, as in X.500. How do you

                    think the performance of caching would be affected by adopting one or other of

                    these schemes. [6]

 [TURN OVER]

2

3.

          a) Why is the two-phase commit  protocol necessary, and in what circumstances would

                    one use it? Give an example. [4]

          b) Write and explain pseudocode for the two-phase commit protocol. Demonstrate that

                    your code behaves correctly in the presence of failure. [15]

          c) Under what circumstances does two-phase commit block, and how is this difficulty

                    overcome in three-phase commit? [6]

          d) In three phase commit, one may need to elect a new coordinator. Devise a way in

                    which this might be done, and show that it is guaranteed to elect exactly one new

                    coordinator. [8]

4.

          a) Give two reasons for wishing to replicate an object. [4]

          b) Is it possible to distinguish in-band between a processor which is executing slowly

                    and one that has halted due to a crash? Why should this be of any importance? Give

                    an example. [6]

          c) Briefly, say what the following are, say which of the reasons you gave in part a) they

                    are designed to support, and say how your answer to part b) might affect them.

                    i) The cold standby method of replication; [6]

                    ii) Hot standby; [6]

                    iii) Weighted voting. [6]

          d) Object regeneration and dynamic quorum adjustment are two techniques used to

                    augment replication schemes. Briefly, explain what they are and whether they are

                    proof against failures or supposed failures? [5]

 [CONTINUED]

5.

          a) Explain what you understand by the terms Secret Key Cryptography  and Public Key

                    Cryptography .  In each case indicate their advantages and disadvantages and typical

                    block sizes. [13]

          b) You are responsible for designing a secure electronic mail system.  Provide notes on

                    the following aspects of the design.  Your notes should discuss key issues and where

                    appropriate should be illustrated symbolically with message structures or protocol

                    fragments.

                    i) Provision of a confidentiality-with-integrity check service and a message integrity

                              check service as alternatives for the user

                    ii) Avoiding weaknesses due to stale session keys

                    iii) Messages addressed to multiple recipients

                    iv) Key distribution [20]

[END OF PAPER]