Computer Science Department

1997 Examinations

B228 Computer Communications

C329/D15 Communications and Networks

Page 1 TURN OVER

                                                                                                                    Answer THREE questions

                            The use of Electronic Calculators is not permitted in this examination.

Q.1 a) What is the purpose of a ^ Medium Access Control ~ (MAC) algorithm in a ^Local

                         Area Network~ (LAN)?

[4 marks]

               b) i) Explain why it is essential that frame transmissions on a LAN employing the

                                   ^ Carrier-Sense Multiple Access - Collision Detection ~ (CSMA-CD) MAC algorithm

                                   (such as the Ethernet) last for at least twice the maximum propagation delay in

                                   the LAN. What is the implication of this for the operation of so-called ^Fast

                                   Ethernet~ LANs which employ CSMA-CD at 100 Mbps?

[15 marks]

                         ii) Compare the operation of an Ethernet hub  with that of an  Ethernet switch .

                                   Explain why an Ethernet switch  can be expected to perform better than an

                                   Ethernet hub  as the load increases.

[14 marks]

Q.2 a) Asynchronous Transfer Mode  ( ATM ) can be described as a cell-switched , virtual-

                         circuit-based  technology.

                         i) Explain the term cell-switched  and illustrate how cell-switching can reduce end-

                                   to-end delay when compared with packet-switching.

[6 marks]

                         ii) Explain the term virtual-circuit-based  and describe virtual path connections

                                   ( VPC ) and virtual channel connections  ( VCC ) in ATM.

[6 marks]

                         iii) Discuss the way in which VPCs and VCCs are identified within an ATM network.

                                   What impact does this method of identification have on the choice of virtual

                                   circuits in ATM in preference to a connectionless datagram-based  technology?

[8 marks]

               b) What is meant by a " link state " adaptive routing algorithm? What advantages are

                         claimed for such algorithms in comparison with " distance vector " algorithms?

[13 marks]

Page 2 CONTINUED

Q3. In the diagram below: B is a transparent MAC bridge between t wo Ethernets A  and B,

               R is an Internet router between Ethernets B and C, H
A

, H
B

 and H
C

 are hosts each of

               which employs the Internet Protocol (IP).

               a) Assuming that B has just been switched on and so has empty forwarding tables

                         describe the activity in B as H
A

 transmits a MAC frame to H
B

 and H
B

 replies.

[7 marks]

               b) H
                               B

                                   and H
                                                           C

                                                               have Internet addresses 128.16.8.31 and 128.21.4.16 respectively.

                         What can be said about the IP addresses of R´s interfaces (1) and (2)?

[2 marks]

               c) Des cribe the purpose and operation of the Internet ^Address Resolution Protocol~

                         (ARP) as it applies to the Ethernet. Say what role (if any) is played by the bridge B

                         in the diagram as H
                                                                                                 A

                                                                                                      resolves H
B

´s IP address.

[10 marks]

               d) Assuming IP addresses as in part b), what can be said about the IP address of H
A

?

[2 marks]

               e) Outline the address resolution and routing steps which occur as H
A

 transmits its

                         first IP datagram to H
                                                                                                        C

                                                                                                           .

[12 marks]

R

B

                                                                 H
                                                                        A

H
C

H
B

                                                                                      A

B

C

1

2

Page 3 TURN OVER

Q.4 You may find the following formulae useful in this question:

               Given  an M/M/1 queuing system with an infinite queue and customers arriving at mean

               rate l  with service rate m :

               The probability that there are n customers in the system is
( )
r r
n

1
- , where  r

l
m

= .

               Mean number of customers in the system =

r
r

1 -

, Mean delay per customer =

1
m l

-

               a) The diagram below shows a data source S  transmitting to a destination  D  via a link.

                         I

                           A
                                and I

                                                    B
                                                        are interface systems which are capable of buffering data. S  generates

                         data in the form of packets. Packet sizes are negative exponentially distributed.

                         Packets are generated at a mean rate of 1000 packets/sec; inter-arrival times are

                         negative exponentially distributed. The processing load in I

A
 is negligible so that

                         the throughput of the system is determined entirely by the capacity of the link. You

                         may also assume that the probability of I

A
 running out of buffer space is negligible.

                         i) It is required that the mean queuing delay imposed by I

A
 is less than 1 ms.

                                  Calculate the minimum capacity of the link in packets/sec if this is to be

                                  achieved.

[6 marks]

                         ii) Given that the link has the minimum capacity calculated in i) what is the

                                  probability that there is more than 1 packet in the system at I

A
.

[7 marks]

                         iii) A second source S´  is to be added to I

A
 with identical characteristics to S . The

                                  mean queuing delays for S and  S´ must be less than 1 ms as before.

                                  Demonstrate that it is more efficient to multiplex traffic from  S and  S´ down a

                                  single link of increased capacity than it is to send the traffic from S´  down a new

                                  separate link.

[8 marks]

[Question 4 continued over page]

I

A

Link

I

B
                                                                          S D

Page 4 END OF PAPER

[Question 4 continued]

b) i) Define the Hamming Distance  between two codewords.

[2 marks]

                         ii) Demonstrate that for a code to be capable of correcting all 1-bit errors it must

                                  have a minimum Hamming Distance of at least 3.

[4 marks]

                         iii) An 11-bit Hamming Code has 7 message bits and 4 check bits. The check bits

                                  are in the ^power of two~ positions and are calculated to give even parity.

                                  The codeword below calculated according to the scheme above has been

                                  subject to a 1-bit error. Which bit is in error?

                                                                 11 10 9 8 7 6 5 4 3 2 1

                                                                   1 0 1 0 1 0 0 0 1 1 1

[6 marks]

Q.5 a) i) What is meant by a public key  encryption system and what are its advantages

                                and disadvantages in comparison to a secret key  system?

[6 marks]

                         ii) Explain how public key encryption may be used to provide a digital signature .

                                Your answer should cover the use of message digests  in constructing signatures.

[10 marks]

                         iii) A University department transmits electronic versions of papers for a forthcoming

                                examination over a public network. Discuss the security threats that may arise

                                and indicate the security services that are needed in order to combat them. [You

                                do not  need to describe security mechanisms or algorithms].

[8 marks]

               b) The following lines come from an electronic mail message formatted according to

                         the ^ Multimedia Internet Mail Enhancements ~ (MIME) rules:

                                  )UTZKTZ�:_VK �OSGMK� MOL!� TGSK#�S_VOIZ[XK�MOL�

                                  )UTZKTZ�:XGTYLKX�+TIUJOTM �HGYK�

                         Explain the purpose of these two lines and indicate the likely actions of a mail user

                         interface when displaying the message for a user.

[9 marks]