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(a) A DES encryption round is illustrated in Figure 1.1. Explain, with reference to a similar diagram,
how decryption is achieved in a DES round.
[5]

| 64 bit input |
__ Ln32bits |
—_
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T L,.32bits
L 64 bit output J

Figure 1.1 A DES round for encryption

(b) The generation of per-round keys is illustrated in Figure 1.2. . By reference to this
diagram, explain what is meant by a weak key and define all weak keys. Show that a
weak key is its own inverse (two keys are inverses if encryption with one is the same as
decryption with the other)

(5]
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Figure 1.2 Generation of the per-round keys in DES

Question 1 is continued on the next page
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(¢) A message is required to be communicated securely between two parties who share a
secret in the form of a 56 bit DES key. The following methods for encryption are
proposed:

(i) DES

(ii) 3DES with the first key as the shared secret and the second key a 6-bit left rotation
of the first '

(iii) IDEA in which the DES key (as a 64-bit key including its parity bits) is repeated to
make a 128 bit key

(iv) AES-128 in which the DES key (as a 64-bit key including its parity bits) is repeated
with a 6-bit right rotation to make a 128-bit key.

If the computing power required for a single encryption of a standard message in DES,
IDEA and AES-128 is given as Cp, C; and C, respectively, compare the strengths of the
four systems proposed. In your analysis assume that an attacker has knowledge of the

systems proposed but not the key itself.
[5]

(d) The S-Box in AES transforms an octet represented by X+1 (a polynomial over
Z;) into another octet. The first operation transforms the octet into its inverse modulus
*+x’+x’+x+ 1. Show that the inverse is x’+x'+x’+x+1. If the second operation
involves multiplication by x*+x’+x’+x+1 modulus x*+/ find the result of the second

operation.

[10]
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2 (a) Inthe RSA system of public key cryptography what should determine the length of key
and the maximum length of an individual message block? If a key length of 512 bits is
chosen and the message is 400 bits long, what will be the length of the resulting
ciphertext block?

(]
(b) Figure 2.1 illustrates the form of the public key cryptography standard in which the
individual blocks represent octets. In the figure the second octet has value 2 which
denotes encryption. Explain the purpose of the next 8 octets which are non-zero octets
chosen at random.
(6]

| ASN.1-encoded digest
l Y I 2 [8 random octets Q__.i_ lype and digest |

Figure 2.1 Public Key Cryptography Standard

Question 2 is continued on the next page
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(c) Figure 2.2 illustrates the nature of a Diffie-Hellman key exchange between partics A and
B. Explain how such a system may be categorised as a public key system and identify the
public and private keys. Explain how an attacker observing the exchange in full would be
unable to ascertain the resulting shared key. Describe how the system may be
compromised by an active attack and explain what measures could be taken to prevent
such an attack.

(6]

A T, (=gSamod p) B

Tg (=g%smod p)

K = g¥%%: mod p

Figure 2.2 Diffie-Hellman Key Exchange

(d) A signature in the Digital Signature Standard is formed by calculating the quantity
X=S,. " (d,+ST,) mod g where S is the long term secret, S, 1s the per-message secret, T, 1s the
per-message public key and d,, is the message digest. If the per-message secret S, is exposed
show how the long term secret S may be calculated from the signature. Show also how the per
message secret may be calculated if the same per message secret is used to compute the
signature on two separate messages. (hint: compare the two signatures)

(8]
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3. (a) Figure 3.1 illustrates the protocol used in the Phase 1 Internet Key Exchange (IKE). In the
context of IKE explain what is meant by “endpoint identifier hiding”. Describe the
method used in Phase 1 IKE to implement the last two lines of the protocol.

[6]

crypto suites | support

crypto suites | choose

g@mod p

gPmod p

K =g*®mod p

EK(A, proof I'm A}

E,(B. proof 'm B)

Figure 3.1 Phase 1 Internet Key Exchange

(b) In the context of IPsec protocols explain what is meant by Encapsulating Security
Payload (ESP) and Authentication Header (AH). In view of the fact that ESP supports both
encryption and authentication what possible advantages does AH have over ESP? Explain
what is meant by tunnel mode in IPsec and give an example of where it might be useful

(6]

Question 3 is continued on the next page
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(c¢) A firewall is placed at the gateway between a corporate LAN and the internet. Explain in
outline how the firewall could be configured to provide the following functions:

(i) to bar all communications to or from a particular external address on the internet;
(i1) to bar all incoming TELNET sessions;
(111) to bar any external machine on the internet from initiating a connection to a machine

on the corporate LAN.

(6]

(d) In web sccurity HTTP Digest Authentication is said to be a low budget security
alternative to SSL. Justify this statement. Explain how the HTTP digest offers protection
against a replay attack and against disclosure of the server database.

(7]
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4.

(a)

(b)

(c)

Network Security

In the context of determining a safe length for as message digest, explain what is meant
by the “birthday paradox”. State what you consider to be a safe length for a good message
digest function and determine for such a function what would be the probability that two
message chosen at random have the same message digest.

(4]

A company decides to allow electronic voting at all general meetings. Each shareholder is
given an ID which is his number on the share register and a password which is a hash of
this ID and his address details. Passwords are included with official notices of meetings
which are sent to sharcholders through the post. A special web site is created to accept
votes up the time of the meeting. When a shareholder connects to the site he is asked for
his ID and password and if a correct ID/password pair is provided another screen appears
through which voting may take place.

As the company’s auditor you are respensible for ensuring that meetings are conducted
properly. In this capacity what concerns would you have about the system proposed?
What additional information would you require about the electronic voting system and
what checks would you make before declaring the results of the vote?

[15]
You are provided with suitable tools to create a 160-bit message digest, encryption using
AES-128 and encryption and signatures using a 1024-bit RSA system. Explain how you
make use of these tools in designing standard procedures to do the following:
(i) communicate confidential broadcast email securely to 100 recipients;
(i1) communicate financial transactions of 1000 bits in length which must not be altered in

transit and which can be proved to have originated from a specific entity.

(6]
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(a) What is meant by a public key infrastructure (PKI). Describe what options are available
for implementing certificate hierarchies for a system designed to provide Secure
Multipurpose Internet Mail Extensions (S/MIME)

(5]

(b)  What is meant by a certificate revocation list (CRL) in a PKI? Explain why it is an
essential feature of a PKI. Discuss how a CRL may be implemented securely.

[5]

(c) Inthe Kerberos system a ticket granting ticket is issued by the key distribution centre as a
preliminary to the issue of a ticket which allows secure communication between two
parties. What is the purpose of this preliminary stage? What keys are involved in this
stage?

(5]

(d) Compare and contrast the PKIs that are used in Secure Sockets Layer (SSL) and Pretty
Good Privacy (PGP).
[5]

(e) Explain how in Kerberos proxiable and forwardable ticket granting tickets may be used

to sub-contract tasks securely in a network of computers.

[3]
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6. (a) Figure 6.1 illustrates a system known as Lamport’s Hash which can be used to provide
secure access through a simple password and hash function. Explain how Lamport’s Hash
provides access and how it is secure against an interception type of attack and against an
attack on the server database. Explain what is meant by a “small n attack” and what
measures could be put in place to give protection against such an attack.

(7]

A, password A

A A’s n B
workstation

x = hash™" (password)

Figure 6.1 Lamport's Hash

(b) In the context of a system which relies on passwords, explain what is meant by a
dictionary attack.

Passwords chosen by a community of users have on average an information content of 2
bits per character and are 6 characters long. Determine the size of a suitable dictionary
which could be used to guess passwords used in the system.

(5]

(c) Explain what is meant by “perfect forward secrecy” and describe a simple system which
exhibits this feature.
(4]

(d) Explain what is meant by a ““denial of service” attack and describe ways in which
protection can be provided against such an attack.

[4]

(e) Describe briefly a system which uses biometric information to authenticate people. What
yasy peop
practical considerations have prevented the system you have described from achieving
widespread use?

(5]
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