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(a) Explain how the RSA algorithm may be used to create digital signatures Explain why
RSA digital signatures are normally used to sign a Message Digest instead of the message
itself. What advantages does a digital signature created by a public cryptographic
system have over a MAC created by a secret key algorithm and a shared secret?

(3]

(b) What are the advantages of using a public key exponent of 3 in the generation and
verification of RSA digital signatures? In what circumstances would it be impossible to
use 3 as an RSA public key exponent?
(3]

(¢) In a simple demonstration of the concept of RSA digital signatures, it was decided to use
either the pair of small primes 23 and 29 or 19 and 23 as p and ¢ where the public key
modulus is 7 = p x g. Show that if a public key exponent of 3 is to be used in the
demonstration, then 23 and 29 must be used for the p and g.

[5]
(d) In the case where p and g are 23 and 29, and the public key exponent is 3, find the private

key . In this demonstration system what would be the maximum length of message digest
(in bits) that could be given a unique RSA signature?
(7]

(e) In the demonstration system described above a single octet message digest of
01100100 is signed with a single octet signature of 11010001. Verify the signature.

[l
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2 (a) What is meant by a weak key in DES? Explain the possible result of choosing a weak key.
If keys are chosen at random, what is the probability of choosing a weak key?

[5]

{(b) Explain how the strength of DES can be increased by the use of triple encryption. What is
the effective key length of triple DES? Discuss whether a double encryption with two
independently chosen 56-bit keys could be used to provide the same effective key length.

7

(c) Figures 2.1 and 2.2 show the even and odd rounds of IDEA. Show that the even round is
its own inverse.
[5]

{d) If the first two 16-bit inputs in the odd round (i.e. X, and Xy ) are 0AC4 and F20E
respectively, and the keys K, and K, are 1C25 and 0D2A respectively, find the associated
two 16-bit outputs.

(8]
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Figure 2.2 IDEA Even Round
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3 {(a) What are the properties of a good Message Digest function? If it were possible to find two
messages which produced the same Message Digest function, explain how it might be
possible to compromise a communication system which relied on that Message Digest
function as part of its authentication process. In what circumstances would a Message
Digest function be vulnerable to an attacker being able to find a pair of messages with
identical message digests?

[6]

(b) Describe how the cipher block chaining (CBC) and the counter mode methods may be
used to encrypt a stream of plaintext using a block cipher. In each case explain how
decryption is performed. In what circumstances would the counter mode be preferred to
CBC?
(6]

(¢) What is the purpose of the initialisation vector used in CBC when the plaintext represents
the following?

(1) a monthly salary statement for a company’s employees;
(ii) an email message for which an individual message key is to be randomly chosen;

(iii) a standard message which is to be authenticated by a MAC created as a CBC residue.
[6]

(d) A mutual authentication system designed for a client/server relationship works in the
following way. The client initiates the transaction by announcing its identity and by
sending a random number as a challenge to the server. The server responds by forming a
cryptographic hash of the challenge using a secret key it shares with the client. The
server includes its own challenge to the client using a new randomly chosen number. The
client checks the hash received and creates its own hash of the challenge using the shared
secret and sends this back for the server to check. If both hashes are correct, mutual
authentication has been achieved.

Analyse this authentication protocol and suggest a method by which it could be attacked.

(7]
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(a) With reference to the OSI Reference Model, explain how security can be implemented at
layers 1, 2 and 7. Give examples of systems for which security at these layers would be
appropriate.

(6]

(b) Figure 4.1 is an illustration of the initial handshake protocol for SSL. Explain the purpose
of each line of the protocol. Explain if and how each party is authenticated. Give an
example of a system for which SSL would be an appropriate security tool.

(7]

(¢) In the context of the [PSec protocol explain the terms tunnel and transport mode Discuss
which mode would be appropriate for the following:

(i) firewall to firewall communication,

(i) IP Virtual Private Networks.
[6]
(d) Describe two ways in which the property of delegation of rights can be implemented in
Kerberos V.5. Describe a possible practical application for each technique mentioned.
(6]

SSL PROTOCOL

Comms req, ciphers supported, R

Certificate, ciphers chosen, Rg

A Epys(S), {keyed hash of handshake messages} B

{keyed hash of handshake messages}

data protected with keys derived from K

K=f(S,R,,Ry)computed by Aand B

Figure 4.1
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5 (a) Describe how firewalls can be configured for the following purposes:

(1) to prevent remote login from a source external to the firewall;
(4]
(1i) to bar all TCP sessions initiated from outside the firewall.
[4]
(b) Discuss the limitations of firewalls to provide total security.
(5]

(¢) The following describes a plan to provide a new internet banking service. If you were
asked to conduct a security audit of the proposed operation (both the development and the
operational phase) describe your approach to the task. In your discussion highlight any
areas which could give rise to serious vulnerabilities

To ensure a rapid and professional development the bank has outsourced the
development of its Internet banking service to an Internet Service Provider (ISP). No
changes are to be made to the bank’s systems for maintaining accounts, and the ISP has
been asked to build a system which interfaces with the existing banking system. To assist
development the ISP’s software development centre has been provided with a branch
banking terminal with the same facilities available to all other operational offices of the
bank. This terminal is connected into the bank’s live system through an Internet
connection.

It is intended that, when the system is ready to go live, a section of the ISP’s help desk
will be responsible for registering existing bank customers onto the new internet banking
service. In this connection, the ISP has been given a target to enable a customer to go live
within 30 minutes of making a call to the help desk. To meet this target the ISP will ask
the caller for the account name and account number/sort code, and will then effect a
connection and provide the new internet customer with a login and password. At this
point the new customer will have full facilities to view details on his account and to
initiate new transactions.

[12] .
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(a) In a public key infrastructure explain what is meant by the following:
(i) A chain of certificates,
(ii) A Certificate Revocation List,
(iii) A trust anchor.

(6]
(b) Given that the electronic mail systems PEM and PGP both use standard algorithms for
authentication and encryption, explain how PEM can be considered more secure than
PGP.
(5]

(c) What is meant by non-repudiation in the context of electronic mail security? Explain how
it may be implemented with a public key system and with a secret key system

(6]
(d) Two parties wish to communicate by email from time to time and intend to keep the
content of their communications, and the fact that communications are taking place, a
total secret. Describe how they might achieve their aim.
[4]
(e) A principal wishes to send an encrypted mail to 100 recipients whose public keys are
known to him. Describe an efficient way to achieve this.
[4]
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