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Introduction

This is the seventh time that candidates have sat examinations for this unit, which requires
them to explore how current and emerging digital technologies impact on the lives of
individuals, organisations and society. This is an untiered paper that has been specifically
designed so that easier questions are more prevalent earlier in the paper, becoming
progressively more difficult later on. This paper has been designed to be accessible, so that
candidates of all ability ranges will find questions that are both challenging and interesting
throughout.

Candidates are introduced to a scenario, within which they can contextualise their
responses. Additionally, candidates will find that ‘command words’ are used consistently
in the paper to indicate the type of response expected. It is hoped that candidates will
demonstrate the knowledge, understanding and skills required to be savvy users of ICT.

Successful candidates often provided more detailed responses and, increasingly, candidates
are providing more than just simple statements, including examples and reasons where
expansions or explanations were required.

In the extended questions, candidates demonstrated a better understanding of the
requirement to analyse, evaluate, make reasoned judgements and present conclusions.
Candidates should develop their use of subject specific language and should make better
use of the Technology Update document, published every Spring, to clarify what technology
they are expected to learn about.
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Question 1 (b)

Most candidates gained one mark for this question, usually for stating 'Eye strain'.

Question 1 (c) (i)

Most candidates gained the mark for this question, usually for stating 'Processor’, or
'Storage', or 'Memory"'.

(c) Sarah uses her computer to edit a photograph.

(i) She upgrades the graphics card to improve the screen resolution of her
computer.

List two other features that could be upgraded to make it easier to
edit photographs.
(2}

T o 8 :_UM ............... MWDK‘?} ................................................................................................................................................

OO Resu

Examiner Tip

Examiner Comments

This response gained 1 mark because
'memory' and 'RAM' are the same
thing and, therefore, can only be
awarded once.

When more than one response is
required, ensure your responses are
discrete from each other.

Question 1 (d)

Most candidates gained all three marks for this question, usually for stating 'USB' or
'Firewire'.

Some candidates did not gain marks as they only made reference to cable, or identified
wireless connections, such as Bluetooth and WiFi.

(d) List three wired methods of connecting a peripheral device to a computer.
(3)

Examiner Comments

This response gained all three marks.
The response demonstrate good
knowledge of connectivity.
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Question 1 (e)

Most candidates gained the mark for this question. Usually, this was for referencing limited
storage locally or having no remote access. However, candidates did not gain marks when
suggesting that local storage wasn’t backed up and there were also many instances of
candidates suggesting a loss of data without relating it to the damage/loss of the device.

Question 1 (f) (i)

Most candidates gained the mark for this question, usually for stating that a router provides
access to the internet, showing knowledge of modern routers in a home network situation.
However, there were instances of candidates stating a router provided WiFi - indicating lack
of differentiation between Internet and WiFi.

Very few candidates mentioned shared connection or directing network traffic.

Question 1 (f) (ii)

Most candidates gained both marks for this question, usually for stating a mix of numbers
and letters, including symbols, or including a mix of cases. Some candidates indicated a
password should be of a long length without being specific.

(i) Sarah uses a password to access her router.

Give two features of a strong password.,

(2)

Examiner Comments

An exemplary response that gains full marks.

~—

(ii) Sarah uses a password to access her router,

Give two features of a strong password.
(2)

Examiner Comments

Misconceptions arose with candidates relating their response to an
explanation of the need for a strong password rather than the construction
of a strong password, as shown in this response that did not gain marks.
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Question 2 (a)

Most candidates did not gain marks for this question. Where marks were gained, candidates
referenced sharing the calendar with others and accessing it anywhere. However, where
candidates confused a local calendar with a paper based calendar, the responses related to
there being a lot of room, easy to edit and being sent notifications of events.

2 (a) Sarah uses an online calendar,

List three advantages to Sarah of using an online calendar, rather than a
local one.

6

ResultsPlus

Examiner Comments

This response was too general to gain marks.

Question 2 (c) (i)

Most candidates failed to gain both marks for this question. While many responses related
to the narrowing of the results and the relevance of the results shown, few mentioned how a

match was achieved.

(c) Sarah uses a keyword search to find an image file.

(i) Explain how the choice of appropriate keywords affects the results of

the search.
(2)

ResultsPlus

Examiner Comments
This response gained full marks.

Question 2 (c) (ii)

Most candidates gained at least one mark for this question. The most common correct
responses related to size of the image/file or file type. However, there was a high incidence
of candidates relating items to date/time, which was already given in the question.
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Question 2 (e)

Most candidates gained the mark for this question. Candidates most often referred to
backup and online storage, often using proprietary names such as iCloud. A few candidates
referenced hosted applications, again often using proprietary names such as Google

Docs. However, candidates often referred to sharing of data which is not unique to cloud
computing.

Sarah uses cloud computing.

(e) Give one example of a service provided by cloud computing.
(1)

AN exompe 0 Cioua Ompuang 1s. Appes. TCouL......

ﬁ ResultsPlus

Examiner Comments

A typical response that gained the mark.

Question 2 (f)

When candidates gained a mark in this section, it was usually for correctly identifying that
there were fewer resources used. For example, indicating that there is no need to print

and therefore less paper is used. Marks were also gained for referring to pollution issues
related to the use of cloud computing. Candidates frequently referred to the increased use of
electricity on its own, without identifying the impact of this on the environment, as required
by the question.

(f) Give two ways in which cloud computing affects the environment.

(2)
- COMPAKINS... ML Aexsak\e. ad  mest cloud....
....... Sof a-gﬂa Lo be..accsed. doem. Al senk. cheoarsean.. .
2C,Nxou\LMf@wmw\hp\g AARAS. O AR O
ERjeeX. £xoon. B enk. AN =

r?*((w\ i\rk_,\.\ O %Mkﬁm (Total for Question 2 = 14 marks)
s waviee WS Gl dele

a\Ve.
AN (VN3 ?‘{mﬁ\ﬂ-

ResultsPlus

Examiner Comments

Some responses did not refer to the environment
at all, as in this example that did not gain marks.
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Question 3 (a) (ii)

Most candidates did not gain marks for this question. There were frequently explanations
about why encryption was needed or what happens if data is not encrypted. When questions
ask 'how', a response that includes a process is usually required. Some candidates
incorrectly referred to a 'password’, rather than a 'key' or 'code' as being necessary to
decrypt encoded data.

(i) Describe how encryption keeps data secure.

(2)
Examiner Coﬁ1ments
A typical response that gained both marks.
(ii) Describe how encryption keeps data secure,
(2)

............ kt‘w\mumxawSWQ UA. k0. MOKR

ﬁ ResultsPlus

Examiner Comments

Where responses only gained one mark, it was
usually for not stating that a 'key' is required to
decrypt the encoded data, as exemplified by this
response, which gained one mark for 'jumbles
the letters’, relating to 'scrambling the data’.
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Question 3 (b)

Most candidates gained at least one mark for this question. Common errors included stating
'hacked' without stating what could be hacked, or simply stating ‘Sarah can be hacked’
rather than her device/information/data. When candidates referenced what was being
hacked, they then failed to mention the consequences of this.

A number of responses incorrectly referred to the increased cost to the WiFi provider of
having more users on the network, rather than referring to the risk to the user, as indicated
in the question. Other responses incorrectly identified downloading viruses as a risk to the
user.

(b) Sarah uses an unsecured WiFi network to check her email.

Describe one risk of using an unsecured WiFi network.

(2)
Twe nebwerk coukd hawe a virvs which could
be Yun  sonad Yo hur phora cawsing

_domage. Yo k.o e

FIUS
Examiner Comments
Responses such as this did not gain

marks, as viruses can be spread on both
secured and unsecured networks.

Question 3 (d) (i)

Most candidates gained two marks for this question. Responses often gained marks when
they referred to the risk of the link to the data, but few responses referred to the reason
for updating the security software (as required by the question), often only referring to the
purpose of security software in general.

S0 SO VT

(d) Sarah receives an email, which contains a hyperlink. 5. plocks popofs OF /A3 dmNaoLL‘j

. . . . r-:-.m(»hh ltu.n(ﬂ‘
(i) Before she follows the hyperlink, Sarah updates her security software.

Explain why she does this,

(4)
..jh&....up.M...stw.ivb..mw.m_....ima.r.mses......rﬂs.is.kmu....la.....'a....mmpwy...u.-j..(hﬁ,._md..u....
Uplwdmw'l'nh\aprwmﬂwmwv\rwﬁwahdmsnwknowlfhl
W(bﬁulfcfsasdeSno}W\kaxSSahLoaooﬁorWWSMsm
On e withos e Ve andstianty s Sy SV will. 5 Jop. Waanis) gopags. aebwill..
Plaenk. . vins. dowtlading iksak. Ofo . Comp e “The. compecis.....

_'Smuuoa__51,1(4,_,____amd______hv.__._m_____h)jpm;_nk___.mgj_.__....ghsg.d...m.}o.Llow, .................................................

ResultsPlus

Examiner Comments
An exemplary response that gained all four marks.
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(d) Sarah receives an email, which contains a hyperlink.

(i) Before she follows the hyperlink, Sarah updates her security software.
Explain why she does this.

Sellamny i, wryrobected ,  Could i Dl
NS 6 ol padd B Come cne . Sbealm,

by e wet wakcw s 9o dpbug b
oy k. fodiices Lhic <K

Examiner Comments

This response exemplifies those that did not refer
to the reason for updating security software.

@ ResultsPlus

Examiner Tip

Candidates must ensure their responses
cover the full requirements of the question.
This question was about updating, not simply
'installing' security software.

Question 3 (d) (ii)

Most candidates did not gain both marks for this question. Many responses referenced
firewalls and anti-virus software. However, there were a number of candidates that missed
the ‘anti’ part of the answer. Many candidates gave proprietary nhames, when the question
specifically required two 'types' of security software, rather than 'examples' of security
software.
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Question 3 (e) (i)

Many responses failed to gain marks for this question. Responses often incorrectly stated
that streaming ‘uses lots of Internet/WiFi’ or confused bandwidth with latency. Some
candidates incorrectly referred to the need for the train company to limit bandwidth to
reduce the use of illegal/unacceptable videos, or to stop the noise from playing the video
impacting on other passengers.

pgasu\ﬁﬁ.&m&ﬁ‘i‘.

(3) “*=%end

hs lots of ddo is naedad 4o feod Hhe video, -
less dodo would be. ogrmilable Ar ...... ofher pws:z/w@am
This. owld - e |

(i) . Explain why the WiFi network provider blocks video streaming.

o fuSSeges @S l}‘mu(d Fate |

] u.n.‘L. ~rMaC

Examiner Comments
This response gained all three marks.

Question 3 (e) (ii)

Most candidates gained the mark for this question, with most candidates referring to 3G/4G.
Some candidates incorrectly referred to ‘*hotspots’ which use WiFi or Bluetooth or ‘Bluetooth’
on its own, which wouldn’t be suitable for the purpose described.

Question 4 (a) (ii)

Most candidates gained one mark for this question. The majority of responses identified that
the location was available/tracked but many responses then restated the question, saying
that this was a privacy concern, rather than identifying the specific concern that could arise.

(i) Explain how the use of GPS data could impact on the privacy of individuals.
(2)

..... & Gpsﬁh@mwtﬁf&cfiy& fvajééfcwm.

ResultsPlus
Examiner Comments
An example of a response that gained both marks.
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Question 4 (b)

Most candidates did not gain marks for this question, which required them to describe how
users would be able to download the image faster.

(b) Sarah compresses the image to reduce its file size.

Describe how this improves a smartphone user’s experience of Sarah's blog.
(2)

ResultsPlus
Examiner Comments

A typical response that gained both marks.

Question 4 (c)

Most candidates did not gain full marks. Some candidates identified that friends seeing the
'like' on the visitor’s feed could then visit the blog, or view the photograph themselves. A
number of candidates did reference the ‘viral’ nature of 'likes'. However, some candidates

did little more than rephrase the question. Few candidates referred to the influence of
friends.

(c) Visitors to Sarah’s blog can 'like’ a photograph.
This is a social networking feature.

Describe how this feature helps Sarah to promote her photographs.

(2)
She. (s able o el wihetk | raee . of. Pl
e T2 SO N+« 1T\ C T 9 C18 & o 4 v S PROPLL.. D ool s
Doy, Thid con g e Laous ew. vo odlagt ik ¢

wikat . PopuU T

OO ResultsPlus

Examiner Tip

ResultsPlus

Examiner Comments

When questions ask 'how', a process

This response did not refer to how 'likes' ) - :
is often required in the response.

help Sarah promote photographs.
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Question 4 (d)

Many candidates gained one mark for referring to cookies' purpose of gathering or using
information/data. Although some candidates indicated that people thought this was a breach
of privacy, very few included how cookies were used by companies/organisations. A number
of candidates incorrectly referenced security concerns rather than privacy concerns.

(d) Sarah's blog uses cookies.

In 2012, a new law required websites to obtain ‘informed consent’ from visitors
before using cookies.

Explain why this law was required.

Examiner Comments

A response typical of those that gained
all three marks.

(d) Sarah's blog uses cookies.

In 2012, a new law required websites to obtain ‘informed consent’ from visitors
before using cookies.

Explain why this law was required.

(3)

Examiner Comments
This response also gained all three marks.
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Question 4 (e)

Few candidates gained marks for this question. Where marks were gained, the responses
often related to updates/recent content.

(e) Sarah's blog has an RSS feed.

Describe what service the RSS feed provides to the users of Sarah’s blog.

Whes e hwings  Thave heen added Lo
Aa  bhloa .

Resuits+lus

Examiner Comments
An example of a response that gained both marks.

Question 4 (f)

Most candidates gained three of the six marks available for this question. Many responses
referenced inappropriate comments and the rise of bullying through digital communication
as well as freedom of speech and copyright. Many responses referred to the issues, but did
not discuss both challenges and responsibilities, instead referring to the advantages and
disadvantages of digital communication.

14 GCSE ICT 5IT01 01



*(f) “Blogging gives you the right to say any thing, any time, in any way”

{Source: http://www.blogherald.com/2007/03/27/blogging-freedom-of-speech-
can-you-really-say-whatever-you-want/)

Discuss the legal, ethical and moral responsibilities and challenges associated with
digital communication.
(6)

maw rqw . eaapm» MG, Lol WRHD. 10 BE ..

a..qm ..... ;m.t oi. Pcw@ m,mpmwm ..........
UNOgRD o w.@nmxmaw ....... m?o Lo ni R

ATUON MO B ek hﬂu a;. wmjhm koo anaen,
Qﬂpm h»wm AW AD ML of e ougear ploriomo. anat. ..

WOLYA..0.. ummpmmu@ h@gm) mw
mwm qzmrqm“ The. P Of UMAGRD WAADK. My .

LNQMAVLOUASA i & mmp.mm.u@ PELNO hao_ lkadag
qs,r.mm b m«:»mm a.l.mmqn Lk oy e dalomed ok ont

fon QW e umm ‘30me wnmu

L AU . h«mw Medl b Pnk abok ...
wm ant qvp’muumo Yok ool ol 1epmonedd. b;. mw

WU@ M areeasod A Cyaer Ralugng. A0 haw o

O Baae 1 e Wuope. A8 OF IUANOUOAR 4k amm

(Total for Question 4 = 18 marks)

Examiner Comments
An example of a response that gained all six marks.
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Question 5 (a)

Few candidates gained marks for this question, as many did not state the name of the law,
often only stating 'Copyright', rather than 'Copyright Act' (which would have been enough
to gain the mark, as the full name and year was not required). Many candidates incorrectly
referred to the Data Protection Act.

Question 5 (b)

Most candidates gained at least one mark for this question, often for referring to the ‘wider
audience’ afforded by the Internet, the ‘reduction in overheads’ or the ‘24/7/365" nature of
online selling. Where candidates failed to gain marks, responses often related to the benefits
to Sarah’s customers rather than Sarah herself.

Question 5 (c) (i)

Few candidates gained the mark for this question, with incorrect responses usually referring
to money going straight into Sarah's account, or there being no need to see each other's
bank details.

(c) Customers pay using a third-party payment service,
Payments are secure.

(i) State one other benefit to Sarah of accepting payments using a third-party
payment service.
(1)

............. Mone.. el STauonk . undo . Ak 1
W&j P> 9 pay;wmta
..... DS OO oo el tso. deal LI el

Plus

Examiner Comments

Incorrect responses such as this, which referred to money
going straight into Sarah's account, did not gain marks.

(c) Customers pay using a third-party payment service.
Payments dare secure.

(i) State one other benefit to Sarah of accepting payments using a third-party
payment service.
(1)

\kﬂu.,om ........ ke does nok hasre Ao o e MM he, jarsanenlt

%
Resultstlus
Examiner Comments
This response does not gain the mark. Giving

bank details to customers is not a risk to Sarah;
therefore, not doing so is not a benefit.
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Question 5 (c) (ii)

Most candidates did not gain all three marks for this question. Responses often referred
to the ‘padlock’ and *https’. However, many responses did not gain marks as they did not
include the ‘s’ in 'https'. There were also some incorrect references to captcha tests and
online bank security.

(i) List three ways that web browsers display to customers that payments are
secure,

ResultsPlus

Examiner Comments

A typical response that gained all three marks.

Question 5 (d)

Most candidates did not gain marks for this question. Most responses stated that some
information was stored, but many did not gain any further marks. Candidates who did
perform well on this question were able to identity that Sarah could use this data to match
photographs to similar pages and information visited, with few referring this to cookies.
Quite a number of incorrect responses related to a customer's search, a user filtering the
images that they wanted, or Sarah organising links on her page/site and the impact this had
on her sales.

(d) Sarah wants customers to see photographs that are likely to be relevant to
them.

Describe how transactional data can be used to achieve this.

(4)

Examiner Comments
This response gained all four marks.
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Question 5 (e)

Most candidates gained two marks for this question. A good range of indicative content was
seen, mainly around portability, screen sizes and quality of resolution, processing power,
storage capacity, reliability of connectivity and power supply. However, although candidates
often referred to advantages and disadvantages of desktop computers on their own and in
relation to the other devices, many did not discuss this in the context of Sarah, as required.
This limited the level of response in terms of content/discussion.
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*(e) Sarah bought a desktop computer.

Discuss the advantages and disadvantages to Sarah of selecting a desktop

computer rather than a laptop, smartphone or tablet computer.
(6)

.O..E.J..J.‘Lt.a.,fz.........c..a.m.p..uuC..e..t,r......a.n..e_.......g.a.a_.ol.........(:u.........L'.m.._.......I_.L‘.Q..c...a..g..e......cgpg.cf.&u.
LL SLQPELL.COnE LY. Mg..g....o,.t,,,,...m.an..........bnai.e........r.u..e.d.....a..n...,“....f..a.pi:np.é?.d......
Imartphones. ebca Thai is. .5100..cl..._f.c..n....Ia.f.ah_m.J.m._md.r.....a...m.t............
0f- ftnrage Jpace..to stose hor. cmagm ﬁf.rmm her.. ta.Ftap

Jmm:t.pnanu,...f.aﬁ.__.xq.mm.p..uz,..a;.e..w:.teteu..Ly.....gan..m.a:p.d.,...w#u.m.,,.....w............,....
lest. recure. and M mose chan of low banduuidth and Jlowlatency.
Jarah. . peeds. aatmng cnderred. connaction. to. abces. hot... btag.Dedhtop. ......

u..ung Q. u;ﬂ Jtrcﬂ
Hﬂweuer deRtop. Campuieu e rericed. and. con ondy...
..b.E...__.__,,u,.[{d....,m....UM.,,...I.O.C.O.LI..ﬂnv.w.!.\.mear.....,f.a’al.ﬂp,‘,,i.matip.nﬂ.MJ......G.t,...ﬂ...EMM..........

computet..cod. Lo weel.on. the. move. , whiCh. .. Loeal. jor.q. photogiope.

.A.[.Ca...a.....r.m.a.n.{.p...n.a.mi.....a.;.ke__,,..mu,u.y..u..n..ct..(ima,l......an.d,......J.‘.a.n,a.b............,,,..............
Lowld...even.. taRe hor. photbgrapht.enhorimartphons..and..
...u.p..&.a..a..d..........t...ix_a.m......tg.....l.\n..r.......uog.;,...\.,c.t..nm‘igéu.....muay....uJ.tfng....a........LUL.L':.'.....,,.,....
Lonneckeon. or. B30 Jmartphone.. .alio. bave. GFRL wiidh. ...

could..be.Ulefud. for. Jareh. When She patl pictu.on. her..blog...

because rhe can ‘geotag them., (Total for Question 5 = 18 marks)

Resultstlus

Examiner Comments

An exemplary response that includes a good range of
indicative content and clearly relates it to Sarah’s situation.
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*(e) Sarah bought a desktop computer.

Discuss the advantages and disadvantages to Sarah of selecting a desktop
computer rather than a laptop, smartphone or tablet computer.

(6)
Socon.woscRs. 0o aa e . Shadio..ang..on. hae.... Q... A
disoclvondmae.. o A0 o AR IDE. IS, daork ik ts ot ...
MY LOETNONE. . M0 A O QLN 00S. o Aogaes. iacd
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mlu’fneg:n\jdxsocdwmsg ........... LﬁMPﬁHDbLLL{-:)
bx.«?rS"\ngﬂwmedomxnmwtvahar&Mm .....
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LonegOn cﬂsyeﬁnwmﬁbd&mooﬁ,bmxlmmm
finoek..a..deskicp... mmxammﬁu&rm{\ﬁr@

ResultsPlus
Examiner Comments

Another exemplary response that
gained all six marks.
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Paper Summary

Based on their performance on this paper, candidates are offered the following advice:

Continue to develop the good practice of expanding and explaining answers using
examples and reasons, where more than a simple statement or list is required.

Respond with the context of the question in mind.
Do not repeat responses when more than one example/reason is required.

Identify key words and command words in the question to ensure responses reflect what
the question asks.

Practise a range of extended questions, not just balanced arguments.

Allocate time to plan the two six-mark extended questions.
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Grade Boundaries
Grade boundaries for this, and all other papers, can be found on the website on this link:

http://www.edexcel.com/iwantto/Pages/grade-boundaries.aspx
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