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FAIREST PHYSIOTHERAPY

Introduction

Fairest Physiotherapy is a company which provides 
physiotherapy, rehabilitation and sports injury 
assessments services to patients.  It has clinics 
throughout the UK and a central administrative office in 
Coventry that hosts its IT Services.

Network setup

The clinics are connected to the Administrative Office 
through the internet.  
Fairest Physiotherapy has outsourced its backup 
provision to Oliver Backup Services.  The backup is an 
incremental backup that is completed every night, over 
a separate internet connection.
One of the tasks of IT Services is to host a database 
containing customer records, customer appointments 
and employee data.
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Setup within clinics

Each clinic is set up in the same way.  The employees 
have wireless access to the system and the internet, 
whilst customers have wireless access to the internet.
Every employee is given an ID card that doubles up 
as a RFID card to allow them access to the clinic, and 
various rooms within the clinic depending on their job 
requirements.
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Cyber security review

A cyber security review has taken place that has identified 
the following points:
the company is not fully prepared for system attacks, 
physical threats or environmental threats
the company has been mentioned on several forums 
known to be frequented by hackers as a possible target
the company has no measures in place for dealing with 
the impact of a cyber attack on its business.
The recommendations of the cyber security review are 
that an immediate survey needs to be conducted, looking 
at how Fairest Physiotherapy could be attacked and how 
to prevent it.

Further research

To prepare for the examination, you should research the 
following themes:
the different types of attacks and threats that  
Fairest Physiotherapy is vulnerable to
the motivations that hackers might have for attacking  
Fairest Physiotherapy
the impact of a cyber attack on Fairest Physiotherapy
how the impact of a cyber attack on Fairest Physiotherapy 
could be reduced.
You should also conduct a risk assessment on  
Fairest Physiotherapy looking at the most likely areas that 
could be hacked.
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